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WORKSHOP REPORT FORM

Number and title of workshop Dismantling Illicit Networks and Corruption Nodes
Date and time of workshop:  November 2, 2008, 11:00 a.m.
__________________________________________________________________________
Moderator (Name and Institution) David M. Luna, Director, Anticrime Programs, Bureau for International Narcotics and Law Enforcement Affairs, U.S. Department of State
__________________________________________________________________________
Rapporteur (Name and Institution) Diane M. Kohn, Anticorruption Advisor, Bureau for International Narcotics and Law Enforcement Affairs, U.S. Department of State
__________________________________________________________________________
Panellists (Name, institution, title)

	Dr. Nikos Passas, Professor of Criminal Justice, Northeastern University

Ms. Juliet Ibekaku, Legal Expert, Inter-Governmental Action Group Against Money Laundering and Terrorist Financing in West Africa (GIABA)

Mr. Jose Ugaz, Senior Partner, Benites, Forno & Ugaz

Mr. Bruce Ohr, Chief, Organized Crime and Racketeering Section, U.S. Department of Justice

Justice Barry O’Keefe (ret.), Consultant, Clayton Utz, and Member, INTERPOL Board of Experts



Main Issues Covered

	· Today’s Transnational Threats
· Trends in Transnational Crime and Corruption  

· Crime-Terror Nexus and the Evolving Violent Criminal Terrorists
· Corruption Nodes: How Corrupt Behavior Nurtures Impunity 

· Threat Finance and Illicit Financial Flows

· Ungoverned Spaces/Safe Havens 
· Trade-based Corruption and Money laundering 
· The Impact of Transnational Criminal Networks to Economic Development

· Erosion of Governance: Insecurity and Destabilization 
· Narco-Corruption in Latin America/West Africa
· Strengthening International Cooperation: Fighting Networks with Networks



Main Outcomes
	Session Chair David M. Luna provided a strategic overview on some of the current transnational threats and challenges posed to the international community by international organized criminals, kleptocrats, and terrorists in the illicit underworld and a call to mobilize through effective public-private partnerships and effective strategies for combating and dismantling illicit networks and corruption nodes.  Non-state and illicit actors and corrupt officials undermine our joint security, destabilize communities and entire economies, and cast shadows of lawlessness that erode public trust and core democratic values in government institutions. Transnational criminals are not only expanding into multiple criminal activities, but are also pioneering new, more sophisticated types of criminal operations. Money not only remains the lifeblood of many organized crime groups and terrorist networks, but when criminal-terror networks converge with corrupt business officials, it also fuels a culture of impunity and financial exploitation of the legitimate economy. The nexus between organized criminal activity and terrorist groups is longstanding – and continues to remain a threat requiring urgent attention. Criminal syndicates have been known to support terrorist groups by facilitating their clandestine trans-border movements, weapons smuggling, and forging of documents.  Such terrorist-criminal cooperation is of particular concern given the potential for some of these criminal syndicates to acquire radioactive materials or chemical and biological weapons.

Dr. Nikos Passas presented current trends on transnational organized crime and discussed the further need for systematic research and reliable data about the nature of organized crime today and its networks.  He asserted that some risks are exaggerated while there is selective inattention to others.  Dr. Passas also noted the nature of some criminalities, whereby activities made illegal in some countries are permitted in others, thus increasing the risk of some countries to exposure to toxic wastes, or of being used as havens for tax evasion and money laundering.  He explained examples of trade-based corruption as a means of financing organized crime through under-invoicing of electronic equipment, diamonds, tobacco, and timber.  Dr. Passas pointed out that there are now several international conventions addressing organized crime and corruption, and that the international community needs to absorb these and focus on their implementation.  Finally, Dr. Passas expressed the need for more evidence-based policies, thoughtful threat assessment, and trade transparency (now possible through new technologies).
Mr. José Ugaz focused his comments on how criminal and narco trafficking networks generate problems in governance, insecurity, and corruption, giving the examples of Mexico, Colombia, and Peru.  Mexico is now dominated by eight drug cartels, which have elevated violence there at an alarming rate.  He reported that in 2007, 2,500 were killed in drug-trafficking related violence, and up to October 2008, already 4,000.  Mr. Ugaz stated that the Mexican government is now confronting the cartels with full force in an internal war with a parallel nation of traffickers.  When explaining the threat to Peru’s security due to traffickers, Mr. Ugaz explained a direct link of corruption to crime; former security head Vladimir Montesinos embezzled money from Peru’s state funds, bought arms for the FARC in Colombia, for which Montesinos was paid in cocaine.  Montesinos then sold the cocaine in Brazil and reaped the profits.  Mr. Ugaz used Colombia as an example of how a country can confront narco-trafficking cartels that had threatened its security for decades.  In Colombia, which had been dominated by the terrorist group FARC, the drug cartels hired their own paramilitary groups which embroiled the countryside in FARC-cartel warfare.  The FARC finally entered into a pact with the cartels to allow drug shipments safe passage in exchange for payment.  As Colombia confronted this problem, the government prosecuted nine congressmen working in concert with the drug cartels, including the brothers of the ministers of justice, interior, foreign affairs, as well as of several prosecutors.  Mr. Ugaz noted that Colombia confronted the cartels directly, but also noted that the government, with the support of donors, embarked on alternative development programs, which enabled coca farmers to convert to legal crops – he emphasized that farmers were willing to forego the profits of coca to have a reliable income and a more peaceful life.  Mr. Ugaz outlined the modalities traffickers used to be successful: thy complicity of corrupt government officials, illicit channels for money laundering to thrive, and the ability to manipulate their youth so they can infiltrate legitimate businesses and government.  Mr. Ugaz also pointed to a particular challenge for governments, as criminal cartels can operate without borders, while governments are required to respect each others’ sovereignty and must use time-consuming legal tools.  As options to address traffickers, Mr. Ugaz noted alternative development options, which address the social problems that drive the drug industry.  
Juliet Ibekaku gave an example in West Africa of how corruption is fostering criminal activity – she pointed to Nuhu Ribadu, former Chairman of the Economic and Financial Crimes Commission (EFCC) in Nigeria as a law enforcement official who is being targeted for being effective.  Ms. Ibekaku used this as an example of how West Africa has gained notoriety as a key trans-shipment route for drugs travelling from South America to Europe.  She explained that West Africa is a good target because of weak law enforcement, weak judicial sectors, and weak maritime policing.  Ms. Ibekaku explained that since ECOWAS allows for the free movement of persons and goods among its 15 member countries, it has made it easier for traffickers to travel undetected once they enter one member country.  She also pointed to the complicity of law enforcement and high level officials, especially in Guinea-Bissau, where it became such a problem that many high-level officials were dismissed in 2007.  Still, there is a low risk of prosecution because of a weak judicial system.  Ms. Ibekaku explained that to address this problem, countries are struggling to address corruption, illicit trafficking, and money laundering.  Many countries have joined the UNCAC and the UNTOC and are working to enact the necessary legislation and establish systems for enforcement.  In addition, GIABA is working regionally to help implement the FATF 40+9 recommendations, promoting the ECOWAS directive on terrorist financing, and are working to direct assistance to train and equip Financial Intelligence Units (FIUs).  Weak political will to address corruption and take on organized crime remains a challenge.  Ms. Ibekaku noted that anticrime efforts would benefit from international pressure on the region’s governments to: follow-through on the ECOWAS regional strategy to address organized crime; build up FIUs, and; ratify and implement the appropriate international conventions.
Bruce Ohr discussed how for the first time, the U.S. Department of Justice conducted a systematic review of the national security threats presented by international organized crime.  The impact is felt in increased corruption, violence and other illegal activities, jeopardizing border security, banking and financial systems, commodities and securities markets, and cyberspace.  The resulting law enforcement strategy emphasizes four priority areas:

· Marshal information and intelligence;

· Prioritize and target the most significant IOC threats;

· Attack IOC from all angles; and,

· Enterprise theory – dismantling entire criminal organizations.

Vital to the success of the strategy is international cooperation – no country can effectively act alone, because while criminals can cross borders, governments cannot.  Experience has shown that working cases can be a painfully slow process that requires patience and commitment, which presents a challenge for local prosecutors that have shorter term cases that need to be resolved in their own communities.  US DOJ has had success with this approach in cases worked jointly with China and Romania, and hope that the strategy will put them in a good position for more successful prosecutions.
Justice Barry O’Keefe gave an overview of Interpol uses its global information and analysis capacity to address corruption and organized crime.  He noted that power and money are the most usual motivations for organized crime and illicit criminal networks.  The globalization of economies, especially consumer economies, has led to an every increasing globalization of organized crime and illicit networks.  Because of globalization, a national police force will frequently be faced with a situation in which only part of the criminal activity that forms the totality of the organized crime or illicit network will be performed or take place in their country.  Frequently, this will mean that the national police force will be aware of only part of the jigsaw puzzle that constitutes the whole criminal network, making it difficult for them to identify a particular activity as criminal.  It also makes it difficult to identify particular national individuals as being involved in criminal activity.  In financial crimes, it is even more difficult for national police to understand and be able to follow a money trail.  Interpol can provide data and intelligence that extends far beyond national boundaries.  Interpol provides a high-tech infrastructure for its 186 member countries for technical and operational support to enable police forces to meet the growing challenge of transnational crime, focusing on six priority crime areas: corruption; drugs and organized crime; financial and high-tech crime; fugitives; public safety and terrorism; and, trafficking in persons.  Interpol has developed data collection, analysis and retrieval systems to help look at and understand transnational criminal activities on a global basis.  Specifically regarding corruption, Interpol has set up the Interpol Group of Experts on Corruption (IGEC), which has established a “Library of Best Practices” for the detection and investigation of corruption.  The IGEC recommended the establishment of a Global Anti-Corruption Academy to transfer knowledge and skills to those engaged in the prevention, detection and prosecution of corruption and to operate as a think-tank to creatively address the problem of corruption.  The government of Austria has provided a property to be converted and refurbished for use by the Academy, which is expected to open in October 2009 under a partnership agreement between Interpol and UNODC.



Recommendations, Follow-up Actions

	To gain an advantage in our battle against transnational criminals, we must root out corruption at every level of public trust – in the security, law enforcement, and criminal justice sectors as well as the economic and business sectors. Similarly, we need to simultaneously drain the swamp and illicit cesspools associated with crime, corruption and terrorism.”
Enhanced international cooperation is needed to dismantle criminal networks and combat the threats that they pose --- not only through law enforcement efforts, but also by building up governance capacity, supporting committed reformers, and strengthening the ability of citizens to monitor public functions and hold leaders accountable for providing safety, effective public services, and efficient use of public resources.  
Foreign assistance programs, such as those offered in Colombia to help farmers and other involved in the narcotics trade to find other legitimate economic activity, are crucial to the sustainability of law enforcement efforts.
All of the speakers noted that, just as transnational organized crime groups are networked and operate easily across national borders, governments must foster networks that promote and sustain rapid international legal cooperation, generating personal relationships, trust, and the ability to collaborate informally among our central authorities, investigators, and prosecutors.  



Workshop Highlights (including interesting quotes)

	“None of us should underestimate the task at hand of combating corruption and defeating these global criminal networks --- especially as organized criminal networks increase their violence, links to terrorism, and sophisticated efforts to infiltrate government and legitimate commerce and industry.  Corruption lies at the heart of transnational crime’s ability to thrive.  As we drain the swamp and illicit cesspools associated with crime, corruption and terrorism, we need to replace them with a renewed hope, economic opportunities, the rule of law, and transformational freedoms so that communities who are saying “enough is enough” to terrorists, criminals and kelptocrats can have a brighter, more secured future.  (David Luna)



Signed
__________________________________________________________________________
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