
DISMANTLING ILLICIT NETWORKS AND CORRUPTION NODES (http://www.13iacc.org/IACC_Workshops/Workshop_6.2)

13th International Anticorruption Conference (13th IACC)
Overview Paper Prepared By Session Chair

David M. Luna
Director for Anticrime Programs, INL 

U.S. Department of State
Athens, Greece
November 2, 2008

Abstract: The particular 13th IACC session will present a strategic overview on the current challenges and trends related to efforts by the international community to combat transnational organized crime and corruption in the illicit underworld including outlining effective strategies that have been successful in combating and dismantling illicit networks and corruption nodes.
Background: Transnational crime and corruption continue to imperil many of our mutually-shared interests --- and in today’s globalized world, no region is immune from their consequences.  Illicit actors and corrupt officials undermine our joint security, destabilize communities and entire economies, and cast shadows of lawlessness that erode public trust and core democratic values in government institutions. 
None of us should underestimate the task at hand of combating corruption and defeating these global criminal networks --- especially as organized criminal networks increase their violence, links to terrorism, and sophisticated efforts to infiltrate government and legitimate commerce and industry.  Corruption lies at the heart of transnational crime’s ability to thrive.  International criminals have tremendous financial resources and they spare no expense to corrupt government and law enforcement officials. 
The international community needs to develop strong enforcement approaches and public-private partnerships to enhance our cooperation in combating these threats and dismantling global criminal networks and enterprising kleptocratic regimes. After all, transnational threats require international solutions.






* * * * *

Today’s Transnational Organized Crime Threats: Today’s TOC threat is characterized by at least six trends. Transnational Organized Criminal groups are: (1) increasingly global in reach, (2) involved in multiple forms of criminal activity, (3) expanding their criminal markets to include large-scale financial fraud and cyber-crime, (4) willing to protect their illicit activities through violent and ruthless means, (5) linked to international terrorist groups; and (6) devising novel organizational strategies to deter capture.
Global Reach 
No region is immune from the global reach of transnational organized crime groups.  Since the end of the Cold War, we have seen international organized crime groups continue to branch out beyond their traditional parameters, take quick advantage of new opportunities, and move more readily into new geographic areas.  Today, the major international organized crime groups have become even more global in their reach, operating not only in the United States and Latin America, but are seamlessly active in West Africa, Southeast Europe, Asia, Russia, and all other regions.  
Colombian drug cartels, for example, which have long been a key security threat in the Western Hemisphere, are now brazenly expanding their illicit operations beyond traditional areas of operation.  Multi-ton shipments of Colombian cocaine now flow through West Africa as a transit/staging area for moving the product to Europe and possibly other regions.  At the same time, West African drug traffickers have recently been spotted moving South American cocaine as far away as South Asia.
Poly-Crime 
Although criminal syndicates traditionally specialize in one aspect or type of criminal activity, such as arms trafficking, this by no means suggests that arms trafficking is the only crime that an arms trafficker commits. 
A transnational arms trafficker may need, for example, fraudulent visas, passports, and forged export-import documents to ship the illicit weapons from one country to another.  That same arms trafficker may then be paid in illicit, but high-value commodities, such as diamonds and precious gems, drugs, or other contraband goods, which can in turn be sold on the black market.  Eventually, the trafficker strives to legitimize his profits and in doing so, launders the various proceeds by channeling them into the international financial system.  At each step in this criminal pathway, countless government officials and business associates are bribed, intimidated, or worse. This was the modus operandi of Viktor Bout, an infamous international arms trafficker, and his associates, dubbed by the press as “Merchants of Death.”  Thus, one type of criminal activity depends on, but also stimulates and feeds the capacity for, a large range of other illicit conduct.
Other criminal groups have entrenched themselves in so many various criminal activities, that they can no longer be identified by a certain criminal specialty.  As in investing, “diversification” seems to be the way to go.  Traffickers previously specializing in meth now use their trafficking methods and networks to smuggle humans or exotic wildlife.  Drug cartels are now involved in IPR piracy and human smuggling.  Human smugglers are involved in fraudulent documents, corrupting public officials, money laundering, drug smuggling, and facilitating terrorist travel. Mafias are involved in financial fraud schemes.  The interwoven strands of such illicit and criminal transactions make it almost impossible to separate one from the other.

Expanded Criminal Markets 
Transnational criminals are not only expanding into multiple criminal activities, but are also pioneering new, more sophisticated types of criminal operations.  Among the hottest today include cyber crime, financial fraud, and IPR piracy.  Cyber and financial crimes are becoming more prevalent throughout the world as criminals have become more computer-savvy and continue to coordinate many sophisticated illicit operations including through modern and innovative channels such as e-currency or digital funds and through mobile payments technologies. 
In one example of the intersection between organized crime and cybercrime, authorities revealed in 2008 that traditional Romanian organized crime figures – previously arrested for crimes such as extortion, drug trafficking, and human smuggling – are collaborating with other criminals to recruit young hackers into “cells” based on their cyber-crime specialty.  These “cells” then routinely target U.S. businesses and citizens in a variety of fraud schemes.  Experts estimate that U.S. companies, alone, lose between $200 billion and $250 billion per year to product piracy and counterfeiting.  
Billions upon billions more dollars each year move through the international financial system and are lost to increasingly sophisticated criminals operating in illicit financial schemes. Today, organized crime groups function seamlessly with the legitimate economy through strategic acquisitions and mergers, joint ventures and front companies – masking their illicit activities through a corporate façade and trying to seal themselves off from prosecution.   They move funds from one point in the financial system to another to hide the origins, ownership, or final destination of their financial illicit flows. 

More Violent/Ruthless Behavior 
Although not necessarily a “new” trend, recent events have highlighted the continued willingness of organized crime syndicate members to use violently ruthless means to protect and expand their criminal domains.  

In the past few months alone in Mexico, for example, competing cartels have been engaging in their own war over trafficking routes and territorial influence in the country.   Close to 4,000 people have died in 2008 as a result of Mexico’s drug war and clashes for control of distribution and smuggling operations into the United States; numerous high-level assassinations have been orchestrated by the drug cartels against the Mexican government.  In the city of Juarez alone, hundreds of murdered victims have littered the streets as casualties of the brutal drug war that has intensified between competing cartels.  The carnage is gruesome: charred bodies, beheadings, and tortured and dismembered bodies are frequently found with warnings intended to serve as intimidation to government officials and citizens alike.   In Mexico, and other parts, we are seeing the advent of criminal terrorists who are brutalizing communities and creating an environment of insecurity and violence.
In Italy, thousands of soldiers have fanned across the country to deal with an insurgent level of crime.  In Central and North America, gangs such as Mara Salvatrucha (MS-13) are similarly becoming more dangerous as they expand their illicit activities to include drug trafficking, prostitution, kidnapping, extortion, and murder.  Criminal gangs are in control of parts of Brazil.  Death squads are more prevalent in many communities and have knitted a veil of fear across the region especially in the murder-for-hire business.

The Drug-Terror Nexus 
The nexus between organized criminal activity and terrorist groups is longstanding – and continues to remain a threat requiring urgent attention. Criminal syndicates have been known to support terrorist groups by facilitating their clandestine trans-border movements, weapons smuggling, and forging of documents.  Such terrorist-criminal cooperation is of particular concern given the potential for some of these criminal syndicates to acquire radioactive materials or chemical and biological weapons.
Terrorist groups have modeled their illicit funding activities on those of organized crime groups. Terrorist groups that have become major actors in illicit drug trafficking are known as narco-terrorists – which, according to a recent DEA analysis, accounts for slightly more than 40% of all State Department-listed Foreign Terrorist Organizations (FTO).  Narco-terrorists operate in many parts of the world, including in Colombia (coca trafficking), Afghanistan (heroin/opium trafficking), Morocco (hashish trafficking), and Turkey (heroin/opium trafficking). 
U.S. and Colombian law enforcement investigators have recently uncovered a particularly unsettling alliance between South American cocaine traffickers and the Lebanon-based FTO Hezbollah. According to news reports, this transnational ring laundered hundreds of millions of drug dollars each year --- funneling illicit funds through free trade zones in Panama and Hong Kong in order to “clean” the money and using other methods for money laundering in other parts of the world, including Africa and Canada.  The ring apparently paid Hezbollah upward of 12% of its profits.

Since 9-11, Al Qaeda and other groups have resorted to illicit activities to finance terror including through drug dealing (Madrid bombings, 2004), credit card theft, insurance scams.  The BBC, the Washington Post, and other responsible investigative sources, have reported that terrorist attacks after 9-11 (from Bali to Amman to Madrid to London) have involved exponentially decreased financing costs.   Further reports seem to suggest that terrorists engage in crimes as necessary to achieve their objectives. This includes being directly involved in such illicit activities – particularly arms and narcotics smuggling, commodity smuggling, goods smuggling, migrant smuggling, trafficking in persons, extortion, kidnapping, intellectual property theft, counterfeiting, fraud, credit theft, armed robbery, and money laundering, which has nearly an identical modus operandi to terrorism financing.
In effect, terrorists are increasingly resorting to organized criminal activity as a means of self-financing. This financial independence will make it much more difficult to shut off the spigot used to finance terrorism, at least through traditional means. As terrorist groups move toward mimicking the tactics of organized crime, our international response will need to incorporate more of the tools used by law enforcement.

Networked Organizations 
The challenge of combating international organized crime is made more difficult by the trend toward increasingly networked forms of international criminal organizations. Such groups are more loosely structured than traditional hierarchically structured organized crime syndicates, which makes it difficult to develop strategies for attacking them. Network organizers are harder to identify than syndicate leaders, and the loose links among network elements can impede efforts to identify all the activities in which they are involved. 
Some of the newer transnational criminal groups, such as the MS-13 gang, have been networked organizations since their inception – with so-called “cliques” loosely coordinated within and across Central and North America, but without a single leader directing the entire group’s daily activities. At the same time, older, traditional organized crime groups, such as Chinese Triads and Japanese Yakuza, are behaving increasingly like networks.

Corruption Nodes 
These emerging trends are unified by one common factor: corruption.  Today, criminals and other illicit actors imperil the functioning and legitimacy of the state through infiltration, subversion, and corruption of vital institutions.  Once inside, they influence and control the state to a point that it spirals downward into a de facto criminal enterprise, with security, judicial, and police officials actively involved in the direct commission of criminal activity. 
As U.S. Attorney General Michael B. Mukasey has aptly stated, the so-called "iron triangles" continue to have a pernicious grip in our communities – corrupt business leaders, corrupt government officials, and organized criminals work together to exert substantial influence over the economies of many countries.  The consequences of such corruption nodes – where criminal elements connect with government and business officials to operate with impunity – have a deep impact on our collective efforts to rid the world of ungoverned spaces, promote democracy and the rule of law, and expand legitimate economic opportunities.
Ungoverned Spaces/Safe Havens 
Government protection of criminal elements can take many forms – officials may turn a blind eye to a syndicate’s illicit activity, choose not to pursue investigative leads, opt not to enact or enforce certain criminal laws, or ignore other countries’ efforts to extradite a wanted criminal. In the worst case scenario, a government may effectively cede complete power and authority to a criminal group, allowing organized crime to form their own territories – criminal states within states -- and power networks. No matter what form of government protection, they all fundamentally provide criminal elements safe haven – and in today’s globalized society, any safe haven can provide an opportunity for criminal groups to project their influence transnationally and undermine our joint security.  

As criminal syndicates expand globally (one of the key trends mentioned above that characterizes today’s TOC threat), the new trafficking routes these groups forge share at least one common characteristic:  they include stop-overs among the world’s most corrupt and politically fragile states. In West Africa, for example, where the Colombian cartels are now setting up shop, Colombian traffickers are corrupting law enforcement authorities and buying protection against prosecution.  Fragile states such as Guinea-Bissau are becoming increasingly vulnerable and are in danger of spiraling down into ungoverned narco-states. Others in the region, including Cape Verde, Guinea, Togo, Benin, Nigeria, Ghana, Senegal and Mauritania are hanging at the precipice of a similar fate of instability and insecurity. This pattern of corruption and crime is repeating in many parts of the world.  For example, radical elements and violent criminals, along with enterprising kleptocrats, have conspired to enable the rampant piracy all around the Horn of Africa and the Straight of Malacca, which greatly impacts international commerce. 
Erosion of Governance 
Criminal elements contribute to the erosion of the rule of law when they harness public institutions to facilitate their illicit activities.  Today, many of these criminals and illicit actors have strong ties to public institutions, creating a culture of impunity. This is particularly problematic in the military, police, border control, and in the justice system. In many instances, the police aid and abet drug traffickers, gangs, and criminal insurgencies.

The continued willingness of organized crime syndicate members to use violence to protect and expand their criminal domains, another of the key trends mentioned above that characterizes today’s TOC threat, is aided and abetted by corrupt government officials. In Asia, the triads and other organized criminal gangs are often times aligned with entrenched, powerful and corrupt government officials and often have strong ties with their military. 

In Mexico, where some of the most gruesome crime-related violence is currently occurring, cartels and gangs continue to infiltrate law enforcement and security arms of the Mexican government, gleaning information and intelligence on sensitive law enforcement operations to derail investigations and prosecution.  In many instances, police and military authorities are complicit in the illicit activities and intricately part of the web of corruption and criminality, carrying out kidnappings and murders on the order of their cartel benefactors.  One notorious Mexican gang – Los Zetas – openly advertises its recruitment pitch to all interested policy and military officers who may be interested in making “big money” by working for their organization.   The Zetas are composed of former Mexican Special Forces officers, and have begun operating as their own cartel, as well as acting as “guns for hire” for other cartels.
Corrosive Impact of Crime Profits 
Money not only remains the lifeblood of many organized crime groups and networks, but when criminal entities link with corrupt business officials, it also fuels a culture of financial exploitation of the legitimate economy. As criminal groups continue to expand into financial crimes -- also an emerging trend in today’s TOC threat -- they are corrupting banking officials and exploiting lax anti-money-laundering protections around the world to inject illicit funds into the global money stream.  

Russian organized groups, for example, working often with oligarchs, have defrauded the Russian government and investors around the world of billions of dollars, as industries and resources formerly owned by the government were privatized. Some are active in the energy and metallurgical industries in Russia and throughout Central Asia, employing and drawing upon the expertise of attorneys, accountants, and other professionals in laundering their profits in both the legal economy and illicit underground. They have also profited through extortion and tax-evasion schemes, stock frauds and insurance scams, using law enforcement agencies and corrupt officials and their office to help perpetrate the crimes.  
Global Threats Require Global Responses 
To gain an advantage in our battle against transnational criminals, we must root out corruption at every level of public trust – in the security, law enforcement, and criminal justice sectors as well as the economic and business sectors. 

This task will be difficult. International criminals have tremendous financial resources and they spare no expense to corrupt government and law enforcement officials. They have extensive worldwide networks to support their operations and are nimble, adapting quickly to change. 
To make headway against these groups, we need to enhance international cooperation to dismantle criminal networks and combat the threats that they pose --- not only through law enforcement efforts, but also by building up governance capacity, supporting committed reformers, and strengthening the ability of citizens to monitor public functions and hold leaders accountable for providing safety, effective public services, and efficient use of public resources.  These goals can be achieved  through (1) the practical implementation of new and ground breaking conventions and protocols that define and promote international standards and create roadmaps for domestic implementation; (2) the use of a broad range of bilateral, regional, and global training and technical assistance programs aimed at strengthening the law enforcement and prosecutorial capacity of our foreign partners, and their capacity to implement those shared standards and best practices; (3) the development and proliferation of new enforcement tools and techniques to combat these threats; and (4) the strengthening of public-private partnerships with the business and non-profit communities.

To these ends, two of the newest weapons of international law to combat organize crime threats require mention: the United Nations Conventions against Transnational Organized Crime and Corruption (and its Protocols). These international instruments create a broad framework for mutual legal assistance, extradition and law enforcement cooperation, and the Convention Against Corruption contains an innovative chapter that promotes international cooperation for asset recovery cases. 
The two Conventions are particularly important and powerful tools but are still far from being fully appreciated or utilized. For example, they can be used to augment the range of extraditable offenses covered under existing bilateral treaties to include those offenses covered in the Conventions, as well as to obtain evidence from another state by using the Conventions’ mutual legal assistance provisions. The United States has used the Convention Against Transnational Organized Crime in 24 instances as the basis for mutual legal assistance and extradition, including to secure an extradition that otherwise would not have taken place under an existing bilateral extradition treaty and to obtain provisional arrest warrants. The Conventions are agreed international standards. We should look for ways to use them to strengthen and to expedite cooperation against international crime groups. And just as transnational organized crime groups are networked, we must foster networks that promote and sustain rapid international legal cooperation, generating personal relationships, trust, and the ability to collaborate informally among our central authorities, investigators, and prosecutors.  
Technical assistance and capacity building programs are necessary investments in this threat environment. They must be sustained and pragmatic. They must also be mindful of the trends described above: U.S.-supported criminal justice reform programs, for example, increasingly include elements to promote integrity and safeguards in the police, prosecution, defense bar, and judiciary themselves.

Another valuable element in the fight against organized crime and corruption is the strengthening of public-private partnerships. In today’s globalized world, where illicit criminal activities and their actors threaten both our international security and private sector interests, public and private non-governmental entities can be crucial allies. Greater cooperation and coordination with non-governmental groups can serve as a force multiplier in our war against international crime. 
Private sector involvement has, for example, been key to the implementation of the Financial Action Task Force (FATF) Forty Plus Nine Recommendations against money laundering and terrorist financing – without the private sector’s understanding and buy-in, countries would have incomplete and ineffective regimes.  International NGOs and private firms have already helped us in the fight against transnational crime and corruption – bringing light to important issues such as corruption in the extractive industries and illegal logging, the production and trafficking of counterfeit goods, and countless others.   They may themselves also bring to bear relevant expertise to transform themselves into engines of capacity building in the developing world.
Conclusion 
Transnational criminal organizations and enterprising kleptocratic regimes operating throughout the world pose increasing concerns for the international community. At stake is our joint security, the stability of entire regions and economies, and future progress against the erosions of public trust and core democratic values.  Together we can combat these threats by combining our efforts against crime and corruption across the international community, developing strong law enforcement approaches, and enhancing our cooperation through public-private partnerships.
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