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Contribution by Hans-Peter Bauer

It is very difficult to determine the illegality of individual money or transactions - even more difficult on terrorism funding amounts where the crime has not yet even been determined. 

General problem:
The owner of funds has to prove his innocence, contradictory to standard criminal prosecution. 

Politically exposed person (PEP):
Defined as a "high functionary in public office". The definition is not very sharp and is extended to family, advisors and other persons of mutual influence.

Additional area: Corporations owned or controlled by PEP. Optimally, around 300,000 people in the world would need to be monitored. Regulators are not willing to closer define the group of people to be monitored. Risk categorisation is thus a complex issue. Monitoring of individual accounts is highly called for. A number of international approaches are made using BIS, FATF, Wolfsberg Principles.

Risk monitoring includes country ranking (like TI, Economist, US and other agencies) - though not to a degree where no client national from such a country is accepted.

Intermediaries: Banks, lawyers, trustees. The current tendency is not to rely any more solely on the quality of the intermediary, but obtaining information on the ultimate beneficial ownership is crucial.

Correspondent banking: Bank, sender and receiver are being monitored. 

Terrorism:
Money laundering is dealing with funds stemming from a predicate offence. Terrorism crimes are normally conducted with "clean" money. It is thus almost impossible to monitor such funds without being aware of the individual. Currently, accounts are being researched for the names of suspected terrorists. Banks are thus very limited in their possibilities to assist the authorities on a preventive level. FATF and the Basle Committee review their due diligence procedure recommendations.

Questions and answers section:

Unnamed participant: Banks have waited until the 11 September attacks to cover the terrorism problem. What do Wolfsberg banks do if the majority of the banks are not linked with the Wolfsberg banks? Bank accounts of friends of the US are not listed.

Hans-Peter Bauer: Banks have already as of last October screened their accounts for Taliban linked people, based on a list compiled by the EU. But, the banks need to be told who is a suspect. The Wolfsberg group has committed itself to fight terrorism and aid law enforcement, and this is not restricted to the Wolfsberg banks. Banking secrecy is no protection in any state against terrorism.

Petter Langseth, UNODCCP, Austria: What is a strong enough penalty in order to force the bank not to make dealings with dictators?

Hans-Peter Bauer: The identification of account holders is very complex. Support to regulatory review is very costly, and senior management in Switzerland has to be informed about all PEPs and can thus not remove themselves from responsibility and are personally responsible. Public scrutiny and shaming and blaming by the regulators are targeting company reputations and are thus extremely costly.

Mr. Gonzales, a former Mexican prosecutor, now at the UN: A banker can commit a criminal act when knowingly pursuing money laundering activities. A criminal activity in terrorism is existent in the form of forming a conspiracy even before committing the criminal act.

Hans-Peter Bauer: Full agreement that a banker is knowingly accepting dirty money is a criminal act. 

Dieter Frisch, TI Belgium (Brussels): In light of the commitment by the EU last year to assist in the repatriation of stolen moneys, what is actually being done?

Hans-Peter Bauer: Swiss authorities can freeze moneys on suspicion only. The Wolfsberg group will work on the repatriation issue.

Participant from Bosnia: The issue should not be crime control, but management of crime. Some Financial Intelligence Units seem to trace money not to catch the criminal but to finance themselves. Cooperation between law enforcement and banking needs to be improved.

Hans-Peter Bauer: UBS has offered to law enforcement agencies to do internships and participate in courses to learn from each other.

Peter Rooke, TI Australia: What is the prospect of the Wolfsberg group being expanded by other banks and into other areas of financial services?

Hans-Peter Bauer: Every bank is invited to publicly state that they follow the principles. But the group will not be expanded to a larger group. The group will work on correspondent, broker/dealer, retail and electronic banking. 

Contribution by Anwar Nasution

The authorities of Indonesia have introduced a system consisting of:

· systemic controls to enhance the capital base 

· improvement of the prevention and enforcement of rules 

· minimum capital necessary for establishing a bank has been increased; capital being investigated for legitimacy 

· adopting BIS prevention procedures 

· introducing international accepted accounting standards 

· upgrading resources and modernizing systems, seeking transfer of technology 

Measures were taken to combat money laundering, with 9 predicate offences including money laundering to be passed end of this year. The wealth of state officials is being investigated. KYC rules are introduced in the banking system, currently only applies to commercial banks, not to any other financial services. Report suspicious transactions, though not specific to money laundering. Halawa system is not being controlled.

Customer transaction profiles are to be created. Banks need to appoint a money laundering officer/unit. Anti-Money laundering agency can inquire into suspicious activities. Investigation remains in the hands of the police. Major obstacles to combat money laundering: Numerous small banks, which are completely unregulated. Excessive secrecy provision regarding banks. Lack of analysis of information, Inadequate resources to counter and combat money laundering. Other restraints in other legal and judicial systems. Following criminals into foreign countries is also limited.

Contribution by Tadeusz Parys

In 1992 an amendment to the Polish banking law was the first legislation passed to prevent money laundering. Banks have been obliged to identify customers, establish an internal compliance programme, notify the regulators of suspicious transactions. KYC rules introduced as key prevention measure.

Money laundering itself was penalized in 1994, with identical regulations to the relevant EU directive. Criminal liability of bank employees who knowingly aid money laundering. Since 1998, banks have to identify all customers for any transaction above Â€ 10,000. Banks have to nominate responsible senior manager for moneylaundering. Banks now have knowledge of procedures on how to prevent moneylaundering.

The legislation has primarily focused on the banking sector and will be extended into other financial service provides. 

2000: Establish capacity for detection of moneylaundering. General Inspector of Financial Information - counteract financial crime. Enables preventive measure at all stages. Obligued entities includes now banks, broker, gambling, trust and pension funds, notaries, real estate brokers, post office. Confiscation of moneylaundering has been enabled.

Law and regulation are sufficient to cover all areas of moneylaundering, but the implementation can yet be improved.

Questions from the audience:

Mr. Snyder (Dow Jones): What is the major source of moneylaundering in the 90s in Poland? How has the attack on WTC changed the work?

Tadeusz Parys: Majority of moneylaundering was organised crime. It was difficult to establish a bank with unexplained wealth. Small scope of fiscal system has prevented large scale crime to be attracted to the country. There was no need to establish special unit because of the attack, but further need to improve on information exchange.

Anwar Nasution: Primary source of moneylaundering is from corruption in addition to misuse of natural resources. Indonesia is willing to cooperate on fight against terrorism.

Mr. Abdela (Oman): It is necessary to monitor the rules which are put up. Is it not necessary to wage war on safe heavens for illicit monies? Bank secrecy is a wall between law enforcement and the banks.

Hans-Peter Bauer: Bank secrecy does not protect criminals. No link between bank secrecy and freezing of accounts. The money is not in the "safe heavens" such as Vanuatu, the majority of the funds are in the banking centres. UBS as a global bank has the same standards world wide.

Prof. Mark Pieth (University of Basle, Switzerland): The drug topic in connection to money laundering has been successfully tackled, the main issue of the last years has been the repatriation of funds stolen from countries. Managing slush funds by the banks is a risk frequently not seen.

Changes in combating money laundering

Tendency away from conventions to "soft law" such as recommendations, voluntary standards. Sometimes, the issues and procedures are defined by institutions who are not regulators. Tendency to "responsibilise" the participants, especially the private sector. The public sector may have to push the private sector, which, when then left alone, will develop their own and sensible regulation (albeit under the auspices of the regulator).

CSO can facilitate and monitor self regulation. Academia also provides input. 

Triangle between IGO/regulators, private sector, and civil society.

Banking and terrorism

Following KYC is a key aspect. There will be not a universal concept to grasp money that is destined for crime. Confiscating funds that are being used to foster terrorism will probably be the way to go. 

For the presentations made available, please see other materials in this workshop file.

Please also see amendments:
Wolfsberg Principles and press release by Wolfsberg group of banks on terrorism can be found on the Internet (at www.wolfsberg-principles.com).

